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Forestry SFTP Site User Access Guide

Background

The Ministry of Agriculture and Forestry (AF) has created a Secure File Transfer Protocol (SFTP)
site to facilitate safe data access and data transfer between Forest Management Branch (FMB),
operational field offices, and our clients. This guide will focus on the use of FileZilla software to
access the site as it is free to use. Clients may use other supported SFTP software (see
Appendix) if they so desire.

Download and Install FileZilla Software

If you are a GOA employee and FileZilla is not already installed on your desktop — please contact
your SRC and have the software pushed to your machine for installation.

If you are not a GOA employee, browse to https://filezilla-project.org/download.php to

download the latest official software version or contact your IT department for assistance with
acquiring the software. Please note that software versions of Filezilla older than 3.0.11 will not
function properly with the SFTP site and must be upgraded.
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Request user access from FMB

The SFTP site can only be accessed with an authorized username and password. Please contact
Andrew Lansink (andrew.lansink@gov.ab.ca) at FMB for login information.

Connect to Forestry SFTP Site

Open the FileZilla software and enter the following information at the top of the screen to
connect to the Forestry SFTP site. Press the Enter key or click the ‘Quickconnect’ button to
connect.

Host: ftp.agric.gov.ab.ca Username: FMB provided username

Port: 22 (default for SFTP) Password: FMB provided password

E sftp://bluewcusr@ftp.agric.gov.ab.ca - Hlﬁl_@ﬂu
File Edit View Transfer Server Bookmarks Help
4+ OOFP=vraginnsn
Host: ftp.agric.gov.ab.ca  Username: bluewcusr Password: ressssssssssss pPort 22 E]
Istatus: Connecting to ftp.agric.gov.ab.ca... -
Fesponse fz5ftp started
Command open "bluewcusr @ftp.agric.gov.ab.ca” 22
Command Pagg: ===
Status: Connected to fip.agric.gov.ab.ca
Status: Retrieving directory listing. . |
Command P
Fesponse Current directory is: */"
Status Directory listing successful
Local site: |\ « | Remote site: | / -
=-# Desktop || =S
i | My Documents [ ) templates
Computer
C: (Local)
= Ot (New Volume) -
4 1 | +
Eilexime - Filesize Filetype “ Filename Filesize Filetype Last mo
Ec Local Di| | [ 4~
=2 D: (New Volume) Local il = | ternplates File folder 2015-09-
e CD Drivi—
S F: (\\Goashared\ES... Netweork
S G: (Vienv.gov.ab.ca.. Networl _
I«‘A|‘ - ; —m ; ‘ F 4 | 1 b
8 directories 1 directory
Server/Local file Direction Remote file Size Priority  Status
1 T | »
Queuned files Failed transfers Successful transfers (4)
% E# (Jueue: empty @e

Tip: The ‘Quickconnect’ button will save previous connections so login information does not
need to be re-entered. Use the pulldown menu to the right of the button to access this option.
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Copying data to the SFTP site is fairly straightforward. Simply browse within the Local site
window on the left (your PC environment) to the directory where the file(s) you wish to copy

resides.

To upload the file to the site:

1. Select the file inside your Local environment window.

2. Drag and drop the file into the SFTP Remote environment window under the root

directory.

Note: The file will be copied (not moved) from your computer to the SFTP site.

Local site: | 1:Y500 Submissions',

Remote site: | /

&~ |, SDD Submissiens
| Seagate
: " . Systemn Velume Information
- M (\GOA\SHARED\ESRD)
-8 P: (\\GOA\APPS)

-8 5 (\WGOA\SHARED)

S

= F)
------ ) temnplates

Filenarne

‘H WEYR_ASE_20150922.gdb
@J 50D _Data_Formats_Guideline...

File folder
101,586  Microsoft Wor,

Filenarme

| templates

Local site: | 1:\50D Submissions),

Remote site; | /

- . SDD0 Submissions &

[+~ |, Seagate

. ) Systern Velume Information
- M (AGOASHAREDNESRD)
- Pr AGOAVAPPS)

- 5 (MGOANSHARED)

v [

-

Filename Filesize Filetype

L WEYR_ASE_20150922.qdb

File folder
@J 500 _Data_Formats_Guideline...

101,586  Microsoft Wor,

= o J
| templates

. WEYR_ASB_20150922.gdb |

Filename

| tem plates

| WEYR_ASB_20150922.gdb |
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Downloading Data

To download a file from the site:

1. Select the file inside the SFTP Remote environment window.

2. Dragand drop it into your Local environment window within the appropriate directory
to copy the file to drive.

Local site: | 1:\5DD Submissions!, = | Remote site: | ftemplates
.|, SDD Submissions - a7
- | Seagate feo | templates

o | Systern Volume Information

- M (AGOAVSHAREDNESRD)

-8 P: (\\GOAVAPPS) 3
- 5 (MGOANSHARED) -
Filenarne : Filesize Filetype
k.. Filename
500 _Data_Formats_Guideline... 101,586 Microsoft Wor, | .

Fral

| Metadata_template.xlsx

500 _Data_Formats_Guideline...
< SDD_Templates_UTM11_Sep_...
<. SDD_Templates_UTM12 Sep_...

Local site: | 1:\50D Submissions), » | Remote site: | ftemplates
----- | 50D Submissions = B=EF
- |, Seagate i | templates

----- ) Systern Volume Information
- M (AGOANSHARENESRDY)

-8 P: (\GOA\APPS) 3
- 5 (M GOA\SHARED) -
Filename . Filesize Filetype
- Filenarne :
%Metadata;emplate.xlm I 69,273 Microsoft Exce | ...
SDD_Data_Formats_Guideline... 101,586 Microsoft Wor.

500 _Data_Formats_Guideline...
2 SDD_Templates UTMLL Sep_...
2 SDD_Templates_UTMI12_Sep_...
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Data Transfer Status

Data transfers can be monitored while being transferred or also be seen in queue as they wait
to be uploaded or downloaded as the other transfers complete. Successful and failed transfers
will be recorded in the tabs beneath as log entries for reference until FileZilla is closed.

Server/Local file Direction Remote file Size Priority  Status

4 sftpe//bluewcusr@ftp.agric....

JAMAY_MPENT_B3KOE8MEN... - /Mew directory/T_83KDEMNE/T_... 39195766 Mormal  Transferring
00:00:05 elapsed  00:00:04 It [NMOHGEE | 25223168 bytes (6.7 MB/s)

JAMAY_MPENT_B3KOE8MEN... - /Mew directory/T_83KDEMNE/T_... 39195766 Mormal  Transferring
00:00:05 elapsed  00:00:04 left  [[MGSMRE | 24,862,720 bytes (6.7 MB/s)

JAMAY_MPE\T 83KOBNEY..  --»>  /New directory/T_83KOBNE/T .. 24 Normal

JAMAY_MPBAT 83KOBNE\..  --»>  /New directory/T_83K08NE/T_...  39,195766 Normal

JAMAY_MPENT 83KOBNE\..  -->>  /New directory/T_83K08NE/T .. 19363 Normal

JAMAY_MPB\T_83KOSNE\..  --»>  /New directory/T_83KOBNE/T_... 414 Normal

JAMAY_MPENT 83KOBNE\..  -->>  /New directory/T_83K08NE/T .. 17816 Normal

JAMAY_MPE\T 83KOBNE\..  -->>  /New directory/T_83KO8NE/T .. 732 Normal

Queued files (8) Failed transfers Successful transfers (27)

S E Queue1122MB 0@

Template Data Folder

This is where the most recent metadata templates, SDD templates for both UTM 11 and 12
coordinate systems, and guidelines for SDD format reside. Clients and government staff will be
updated by email once newer versions are available for distribution.

Remote site: | [templates -
= 5 !
i | templates
Filename : Filesize Filetype Last modified Permissions Owner/Group
E Metadata_templatexdsx 69,273 Microsoft Excel ... 2015-09-251:3.. -rw-r----- fmbusr FTPUsers
|E_|] 500 _Data_Formats_Guidelines_ 2015092... 101,177 Microsoft Word...  2015-09-308:3...  -rw-r----- fmbusr FTPUsers
: S0D_Templates_UTMI11_Sep_24_2015.zip 135112 WinZip File 2015-09-308:1...  -rw-r----- frnbusr FTPUsers
:. S0D_Templates_UTML2_Sep_24_2015.zip 135,044 WinZip File 2015-09-30 8:2...  -rw-r----- frnbusr FTPUsers
4 m p
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Using the Site Manager

Aside from using the ‘Quickconnect’ button to sign into the SFTP site, you can also save your login
information using the Site Manager within FileZilla.

First, enter all the necessary login information to access and connect to the SFTP site. Next, open the
File menu at the top of the screen and select ‘Copy current connection to Site Manager....” which will
open up the Site Manager window and copy the login information into the appropriate fields. The

remaining steps are to rename the entry . ==

, . Site Manager
you’ve created and add any additional ——
elect Entry:
General | ad d | Transfer Setti Charset
comments you so choose. [J My Sites lchegend, | iiagair setines, | coey|
Hast: ftp.agric.gov.ab.ca Port:
FME sftp
. . . - . - i
Alternatively, you can enter in the login .1 coafp Protocol: [SFTP -ssriFle Transfer Protocol |
information manually.
Logon Type: [Normal v]
sftp://bl .ab.ca - FileZill : Wi
[ stp://bluswcusr@ftp.agric.gov.ab.ca - FileZi a_" v User: bluewcusr
Edit VWiew Transfer Server Bookmarks Help Password: eessssssssssss
Site Manager... CTRL+S Accounts
Copy current connection to Site Manager...
Comments: I
New tab CTRL+T Connects to Forestry SFTP site as bluewcusr. -
Close tab CTRL+W | MewsSte | [ NewFoder |
Export. [ Mew Bookmark ] [ Rename ]
Import... [ Delete ] [ Copy ]
Show files currently being edited... CTRL+E
[ Connect ] [ oK ] [ Cancel ]
Exit CTRL+Q
b

To access the SFTP site using the entry that has been created, click the ‘Connect’ button inside the Site
Manager or on the main screen select the pulldown menu beside the ‘Open the Site Manager’ button
and choose the entry recently created.

If an existing connection exists, you will be prompted to either open a new tab or close the previous
connection.

E sftpe//bluewcusr@ftp.agric.gov.ab.ca - File:

© ]
dit View Transfer Server Bookn Already connected [&J
- | ﬂ ¥ 3 * FileZilla is already connected to a server,
) () Establish connection in a new tab
Username: @ Abort previous connection and connect in current tab
e QK l [ Cancel
GOA ftp 2d to fip.agric.gov.ak \
re=wewrl] directory listing. ..
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Appendix

Supported SFTP software list:

*  Windows SFTP clients

— Cute FTP Pro 3.2

-  WS_FTPPro 7.6

—  WIinSCP3 (free)

—  Filezilla 3.0.11 or later (free)
e Apple SFTP clients

—  MacSFTP

—  Fugu
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